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How to prepare for an access control purchase

Article by BuyerZone.com

Access control systems let authorized employees get in and out of various parts of your business while keeping
other people out. They can range from simple electronic keypads that secure a single door to large networked
systems for multiple buildings that can include parking lot gates, integration with time and attendance systems,
and multiple levels of security.

The increased security provided by a modern access control system is important to many types of businesses —
and for businesses working with government contracts; it's often a requirement. However, they also greatly
simplify management of your facility: no need to replace lost keys, hunt down old keys from terminated
employees, or wonder who has access to which areas.

Before you start investigating access control systems, sit down and determine the purpose the system will

serve. The most basic role of an access control system is to keep out anyone who’s not supposed to enter an

area. This can be the front door, a parking garage, a server room, a personnel records room, or any other
sensitive area.

All computerized access control systems keep records of
when doors where opened and by whom. However, you may
want one that functions as part of a time tracking system, to
automatically punch workers in and out for payroll purposes.
The system will still only grant access to authorized users,
but the focus is more on time tracking than on having airtight
security. For this application, you'll need an access control
system that is compatible with your time and attendance
software. If your staff is mostly salaried, this component won't
be nearly as important.

Galaxy Access Control Systems

Another point to consider: how secure do you need the system to be? A basic system usually features a keypad
or swipe card. Higher security applications may require multiple means of authentication (a card and thumbprint,
for example) and include more redundancy. They're also more expensive.

Finally, consider what other systems need to connect to your access control system. Monitored alarm systems
and CCTV systems are two good examples. Make sure you include any connectivity requirements in your initial
conversations with access control vendors.



Sizing your system

Once you understand the basic role the access control system will serve, think about the number of doors you
need to secure. Smaller installations may include just one: a server room with an electronic keypad lock is a
common example of a very small access control system. Remember that not every door has to have access
control — you can simply leave some locked and only give keys to appropriate personnel.

If you plan ahead a little when purchasing your system, you’ll find it fairly
easy to expand later. The smallest systems, designed for one or two doors,
are not very expandable, but many four and eight door systems can be
linked together when you need to expand. Once you know the number of
doors you’ll be securing, gather information on each one: the physical
makeup and use of your doors will impact the type of locks and entry
systems you need. Are some doors for customers, and some only for
employees? Are the doors wood, steel, or aluminum and glass? Are any
designated as fire doors? Do you have any garage doors or parking lot gates
to control?

Larger installations may include more than one site. An access control system that can be operated over a
network lets you manage the security at all your locations from a central point.

Free exit and controlled exit systems

Another key distinction in access control systems is the difference between free exit and controlled exit systems.
In a free exit system, there is no requirement for leaving a secure area. The system either detects someone
approaching an exit (usually with motion sensors) and unlocks the door, or has a release button or bar that
allows people to leave.

Controlled exit systems use the same security for travel in both directions: employees have to enter the code
or wave their card to get in or out of the secure area. By law, access control systems have to be set up to allow
people to exit if the system fails or power goes out. Controlled exit systems increase both security and your
overall costs.

To learn more about Access Control Systems contact us here for your FREE access control system primer, a
$35.00 value!

About home alarm trunk slammers

One of the major problems in the industry is home alarm "trunk slammers".

These people sell alarm systems door-to-door, and the name is consistent —
with what they do - sell a home alarm system directly out of their cars, and _
then slam the trunks shut and drive away.

Often times, these unlicensed trunk slammers don't have an office, registered employees, or even insurance.
They won't even examine your home or find out what kind of home alarm system you would like. Their lure is to
provide free or very cheap alarm systems to anyone who signs a long-term monitoring contract.

Three typical problems with this seemingly harmless method of doing business:
1. The home alarm isn't necessarily free.  The equipment may be leased with fees that are built into the

monthly pricing that the trunk slammer doesn't explain when going over the contract with you. Once the contract
is up, the alarm company can take the equipment back if you don't renew.



